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Terrorist Financing
and Money Laundering

LEARNING OBJECTIVES
After readin,
be able to:

g this chapter, you should

» Define money laundering.

» Define terrorist financing.

> Compare terrorist financing
and money laundering.

| 2 Ummnnvm national and interna-
.:ouE etforts to control terror-
ist financing.

v o 1 \, Sedd . ) ,v. y » M

» Outline financial intellj
gathering and investigative 3
efforts.

» Summarize illegal and legal
methods of terrorist funding.

» Describe networks and sys-
tems in informal economies.

» Describe the Hawala system.

» Summarize views on the politi-
cal economy of terrorism.

» Summarize the debate about
narcoterrorism.

The New U.S. $100 Bill

he Islamic State of Iraq and al Sham (ISIS), also known
as the Islamic State, the Islamic State of Iraq and the
Levant (ISIL), or Daesh, emerged from al Qaeda in Irag.
In June 2014 in the midst of the Syrian civil war and the sec-
tarian violence in Iraq, ISIS laid claim to territory and acted
as if it were a nation-state. It was a different type of terrorist
group and financed itself in an unusual manner. ISIS was
large enough to take and hold geographical areas, including
oil fields and economic centers in Iraq and Syria. This ability “
placed ISIS in the unique position of raising money by special
“taxes” on people in conquered territory, taking possession of
wealth by force, kidnapping for ransom, and most importantly,
selling otl in an underground economy. According to ABC
News (2014), ISIS made $3 million a day in the summer of 2014,
making it the most well-funded terrorist group in history.

All terrorists need money, and as a group’s size and
complexity increases, its need for income also grows. Large ,
terrorist groups pay salaries to individual members and
meet living expense for their leaders. Some groups even pay
pensions to former members. Groups raise money in numerous
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al and of
”Mwocos onnﬂwms ilegal ways, They run legitimate businesses, raise monoy
s ch ..annoE donations, and engage in many other economic activities.
This chapter will focus on the mothods terrorists us

Hicipation in 0 to raise money, their
participa n formal and informal financial systoms, measuros to stop terrorist

:nozo._:@ attempts to investigate groups and individuals, the structure of
terrorist economic networks, and a debate about the existence of narcoterrorism.

Financial Flows

When modern terrorism began to emerge after World War 11, security forces fre-

quently concentrated on investigative measures, law enforcement, and military force,
to counter it. Counterterrorists emphasized tactical control of areas where terror-

ists operated, and financing was frequently overlooked or ignored. This approach
changed by the 1980s as security forces came to realize the crucial role that money

played in terrorist operations. In Northern Ireland, for example, law enforcement

officials and terrorism analysts realized that the IRA had made a Capone discovery; Capone discovery: A term
that is, it developed an organized crime network to finance its operations (Adams, used by James Adams to
1986). A decade later, American analysts demonstrated that Middle Eastern terror- ﬂmwﬁwn”wﬁ”ﬂﬂr
ists were raising funds in the United States through grocery coupon fraud (Kushner oag:._:%ﬁﬁn..

and Jacobson, 1998). Other investigators found legal businesses laundering millions

of dollars for terrorist organizations (Navias, 2002). Many terrorist organizations

used petty crime, money laundering, and the transfer of illegal contraband to finance

operations (Hinnen, 2004).

Awareness of the importance of financing evolved slowly, partly because of the

inherent contradiction in the cost of a single terrorist event when compared to the

cost of a campaign. Stated simply, a terrorist operation usually does not cost a lot of

money, but the overall budget for a campaign is quite high. The Economist .ﬁoouv

reports that terrorism is cost-effective in terms of the causalities and destruction ter-

rorist events cause. Events like the 1995 Oklahoma City bombing or the multiple

bombing attacks on trains in Madrid in 2004 cost only a few thousand dollars. A

single attack like the 2009 Fort Hood shootings might only cost a few hundred dol-

lars. Yet, as Neil Livingstone and David Halevy (1986) explain, it Smﬁ alot wm cash

to run a terrorist group for any length of time. For example, 9/11 was Snxv.osm_e.n.o wcmn

holding al Qaeda together cost several thousand ao.:»—.m per month (L. @:Wﬁ, 2 06,

pp. 168-169). After 9/11, some »:u_ﬁﬁ saw the importance of SM_.O*—_.E wsnnwﬂmm

They began research projects on fund-raising, money laundering, and the storag

transfer of funds (Jacobson and Levit, 2009).

Money Laundering o —
i lieved that the term money laundering ?..mn »nmn&.& in the 1920s.
WMMMMWM%“N%M families earned money through prostitution, em:.._g:o: oms_zmn.mww
oods, robberies, burglaries, and other illegal activities. While this mmm,a %a. g s
m: mg,nam:n mzoman. it also created a problem. ,_..—_Q had to »nnoﬁ,_amo.m.w nn—MfMMnn&
without linking the source of the money to the crimes 9&. ﬂoB:.,n:Mw La =ow anied
to move money from the informal underground economy W .m*_.,n i il
f 1 economic system where they noc_.m spend it. They ha I
in e o be legitimate. Organized criminal syndicates wvg& laun omats,
incomes app S_n iy through them, and reported tremendous incomes. Illegal gains
?s:oMaM:_“_mmw&:%”ﬂomw_ profits, and both law enforcement agencies and the Mafia
were tr:
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called the process money laundering (Durrieu, 2013, p. 13). Both side k
these businesses probably could not make such profits, but forged vzmmsnmw .
records showed the money was “clean.” It could be used in the legitimate onnno
Roberto Durrieu (2013, p. 19) explains the process. Assume that ::.nnos.
make $3 million by smuggling drugs, and they divide it equally. When th, € Crimipg,
the odd jobs they perform pay far less than $1 million per year. They ovhw 5 so.._f
to enjoy it, but when the money is used in the legitimate economy, it beco, Ously Wan
formal record keeping systems. Banks report large deposits, real estate :msams Part of
multiple financial documents, and other transactions are taxed. The nz.B.m €IS Creay,
that any m:_waos nﬂm:mn in lifestyle might bring attention from law n:mo_.noﬂ_.ww _mw%s
may even know that when Al Capone w. i <4
incame tox mow th pone was finally convicted, he was chargeq szw
. The three criminals need to launder the money; that is, they need ¢
illusion that their sudden increased income was derived legally. They :EMH
the process by which they gained the money to enjoy the fruits of their ille
Laundering allows them to do this.
Money is laundered in three steps. Placement involves putti imi
in the legitimate financial system. Placement can take place M_.us a MNM_MH_”MM_:EOQ&W
m_..nw,S.:m the monetary gains as profits, or it may be laundered through nnnnmnmm_“nr “
actions to conceal its origins. This second process is called layering. The final wﬁssm.
integration. This involves assimilating illegally obtained money in the formal eco oy
and giving funds the appearance of legitimacy (Tofangsaz, 2015), i

It is hard to trace some money because it is hidden in underground networks o
in informal transfers. The U.S. Department of the Treasury (2015) explains that or mw
nized crime and drug networks use extensive money laundering systems, Omim»_
groups will launder money several times, converting illegal income to another form of
funds and often further laundering it by other means.

Empirical research shows that terrorists do not usually engage in complicated
laundering systems. While terrorists use the same networks and channels as organized
criminals, they usually layer illegal money in one step, such as converting cash into
a money order, buying prepaid charge cards, or wiring cash to a group’s financier.
Terrorists also launder significantly less cash than organized crime or drug networks.
One empirical study involving almost 200 money laundering techniques indicated
that the maximum sum of money for organized criminals was $69 million, while the
maximum amount for the terrorist cases involved $4.8 million.

One common method for laundering drug money from Colombia is known as the
black market peso exchange. Terrorists, especially the Revolutionary Armed Forces of
Colombia (FARC), have used this network, although not as much as drug dealers. In

the peso exchange, drug dealers sell their products in the United States and accumulate
large amounts of U.S. currency. Unlike in terrorism investigations, law enforcement offi-
cers are well versed in disrupting drug networks simply by following the path of such
money. As a result, the dealers need to find a way to hide the cash. They do so by sel-
ing the money to brokers in Colombia, who pay the dealers in Colombian pesos. ,_..r_m
creates no financial record in the United States. Brokers purchase goods in the United
States and smuggle them to importers in Colombia. These goods are marketed and
sold in Colombia and in other countries at greatly inflated prices. The importers make

mvﬁ Layering _HV

FIGURE 3.1 The Process of Money Laundering
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placement: Placing illegal
monetary profits in the
legitimate financial system.

layering: Concealing the
source of illegal income in
confusing, sometimes mul-
tiple financial actions.

integration: Presenting ille-
gally gained money in the
formal economic system
as if it were the result of a
legal activiry.

black market peso
exchange: A method for
converting illegal profits
‘n U.S. currency to Co-
'ombian pesos in an effort
o hide the illegal funds.
Terrorists have frequently
sed the system, although
:ey launder less money
:an organized crime or
rug nerworks.

Placement Integration

Chapter 3 » Terrorist Financing and Money Laundering 55

Money Laundering Hidden Layers

@

Purchase
money
order

Ilegal income,

Transfer

funds
to laundered
assets

®

Examples

® Wire transfers

¢ Insurance policies

© Trusts

» Off share banks

* Goods and services

Further
laundering:
purchases or
false

Invoice

®
FIGURE 3.2 Money Laundering — Hidden Layers

The Black Market Peso Exchange
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FIGURE 8.3 The Black Market Peso Exchange

and the broker, after taking a nm::awwﬁ?
States Dealers convert mnnB_nm—mew.h_.
iti i Bergman, 2
looks legitimate (Zill and ; .
rn Bou szo?nm selling goods or services at 5.:2&
e hetical drug dealers who are trying to

(@ Drug traders in U S. give
U.S. currency to Colombian
money brokers for Colombian Pesos

@ Brokers sellillegal dollars to

W Colombian businesses

(® Businesses buy U.S. products

pesos to the ?.orn:.
dealers in the United

a profit, pay the excess
sends the money to drug
mate pesos into dollars, and all t
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states (Tofangsaz, 2015).
There is no data evaluating the comparative sources for terrorist financing, ang
researchers are not clear on what types of sources have the most valye, The _.Lns.
tance of financing depends on the size of the group, its type of operations, and jrs pur-
pose. The value of 4 financial source also depends on the availability of resources, the
particular needs of the group, and the ability to obtajn resources (Tofangsaz, 2015),
Terrorists usually do not seek personal wealth, and they usually obtain resources to
Support terrorist activitjes {Durrieu, 2013, p. 67). It is difficult to gather systematic
information on the acquisition of money because groups or at least terrorist opera-
tions must be funded, but methods for doing so are varied,
Hamed Tofangsaz (2015) believes that terrorists require three types of m:»:a.:m
He states that cash and entities that can be used as cash—such as cash cards, credit
cards, and checks—are used for weapons, bribes, and myriad other activities. Tangible
goods are also an aspect of terrorist financing, but they are not as important as cash.
These items include the things that are needed for everyday life—food, %85&9_*_“_‘.
tions, clothing, travel, and anything else needed to carry out an operation, Finally
terrorist financing also involves intangible income., Groups need sanctuaries, training
spaces, intclligence, and propaganda, .
g T :.m.\.:umaw argues that terrorist financing mnﬁ_ov.m in distinct phases. ._xn“”m“mm
need to obtain money, transport and store it, and m_w:.__u:.nn it 8_ H._zm %nMa ind
sroup, Obtaining money involves fund-raising, and as mentioned, this happ

Acquiring Socuring Disbursing
Funds Funds Funds

FIGURE 3.4 Stages of Torrorist F inancing
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variety of manners, Fund-rajs
move and hold thej, financial
reach individua] terror cells,

sl NMHMHWMM onM=o=nn support for 8_‘_.2..::. does not involve actual money. Goods
¥ be substituted for cash, Victor Dostoy and Pave] Shust (2014) sug-
gest that support may also come from arapidly Browing sector of the legitimate econ-
omy, customer ~o§_Q Programs, Airline miles, hotel and rental car points, and other
customer bonuses cap be traded for 800ds and services, These benefits Sn,vn used, in
turn, to finance terroris i ’
O:ﬂoiﬁ. loyalty rewards constitute a privage cconomy, and programs have
8rown rapidly over the Past 20 years. Awards of loyalty points from hotels, cash back
rewards on credit cards, free rental cars, cash discounts for purchases, and frequent
flyer miles have become a form of Pseudocash. Reward programs have taken the
character of surrogate payments jn 8oods, services, and cash back incentives, making
some of them act as private currency. International efforts to thwart terrorist financing
do not have the fesources to monitor the array of programs, according to Dostov and

Shust, but terrorists may use them as income sources,

Ing is followed by security, Terrorists must be able to
fesources, The fina] stage is distribution, Resources must

Dostov and Shust point out that corporations keep extensive records on loyal custom-

ers, records that reveal transaction histories, behaviors, preferences, and exchanges to

third parties. Companies also monitor rewards closely to avoid fraud. Most customer

reward transfers are electronic, so they automatically create a record, In addition,
there are few technjcal problems in gathering and analyzing data. It is usually as
simple as entering a customer’s name and reward identification number, Even though
governments lack the capacity to investigate suspicious behavior, public-private part-
nerships could become a valuable tool in preventing or stopping terrorist financing if
rewards are being used to support terrorism,

Dostov and Shust use the money laundering model—recall that it is placement,
layering, and integration—to analyze customer loyalty programs, and they find poten-
tial risks, Terrorists may use points for purchases, rewards may be used across interna-
tional borders, and customer loyalty awards are housed in an unregulated, decentral-
ized private economy. If frequent flyer miles can be used for cash, cash cards, gifts of
free flights, or private currency, they can be used to finance terrorism,

Comparing Money Laundering and Terrorist Financing

As awareness of money laundering grew, law enforcement agencies and intelligence

organizations began to realize that terrorist financing might vn. a separate process

using differing methods. At first, many governments and mmnn.n_nu.vnmua to employ

anti-money laundering techniques to investigations of terrorist ::mqnsw. In fact,
after 9/11, when anti-money laundering programs .wn::n..&& international counter-
terrorism efforts, many analysts equated 8:.01&. financing with money _E.Eanj:w.
Laws and operations that worked against laundering could be used to stop financing,

ople believed. . )

* mﬂ_na._nw“w._vmnm_ﬂznma_ analysts and economists rmﬁ.vnmcm to question J,.o _o%_n.om

linking the two concepts. Approaching terrorist financing with n::.ao:ow_ m,ﬁ: n.::_n

tools equates terrorism with organized crime. The two concepts are _..ma <_ i 2”_8 !
Organized criminals are in business to make money, and they launder i qu ﬂo ts ._o
enjoy their benefits. Terrorists fight for a cause, and irn.: they reap profits, they only
want to use them in support of that cause. Both organized crime and terrorism are
based on money, but it is used differently in cach case (Tofangsaz, 2015),
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Separating financing from laundering does not mean that terror;
der money. When terrorists gain money illegally, they may need S_mnw
At m:rn.—. times, they may be using donors, charities, or some other entj
avoid linking n.ro money with its origin. For example, it is illegal to ao:
Support terrorist groups in the United States, A donor may donate Bo:uz Mone, to
Organization, and the recipient layers the money to give the appearanc, M&. oa frop
used for a purpose other than supporting terrorism. The donor’s nnm aatitis beip
RQ.&. and R:.o:.mz get the funds, In such cases, terrorist groups em _5~o 80es Eam
ann:mm techniques (Durrieu, 2013, pp. 69-70). Many times, roinﬁﬁwlow ooaey lauy,
the time—terrorists have no need to launder money. Waybe Most o¢
Think of it this way. Organized criminals use mone
and spend it. They commit the crime before the
money, n_.wrnn legally or illegally, they usually commit the crime after th
funds. Criminals seek resources to accumulate them, whereas terrori oy gt the
burse them. The difference between money launderin nanant o g,

.. 8 and terrorist financipe -
.ﬁ_:_nnzo: of the flow of cash, 8oods, and services. This may mean that terroyj :mm” -
ing should be attacked with methods other than anti-money _mgmnanw zsn.

. ni techn;
wnwnﬂ_._.nra_.m and m.:mqma. who see terrorism as a distinct category of crime z”% -
to believe that anti-money laundering is an effective samvonmsﬂrowngm_ o.m 85_“~ 2
a.

terrorism (Tofangsaz, 2013).

Terrorists and organized criminals move an
much terrorist financing takes place in the legiti
credit cards, check exchanges, and other legal ec
case, ﬂ_.ﬂn..n is no need to hide these activities fr
Onwwﬁ_ﬁm_,mﬁ_ﬁhw vnnmﬂncﬂ_hwo&m‘mwaﬂmww mmm _.”..Emn M_mn En:.mm:m:.& transactions,
terrorists and criminals move along the same _.omﬁ”:ﬂn\wmno:: :.mgonrm.vanmﬁo
Foancial menp e m A - When terrorists use informal
and srere mebods nn_.ﬂ:wqﬂm_wuu\nwnw“n me , they m.nm_ .s:% the same wn@n_o who move

: - T€t, unds are moving in opposite directions. Terrorists
are moving money to commit a crime, while money launderers are moving away from
a crime. Money laundering requires a criminal predicate, whereas, terrorism does not
(Tofangsaz, 2015).

Roberto Durrieu (2013, p. 70) points out that terrorists may need to make the
money dirty. This process involves hiding the legal origin of money used to support
terrorism. For example, in the United States, it is illegal to donate money to any des-
ignated terrorist group. Assume that a hypothetical donor wants to send money to2
group whose cause he avidly supports, and the group wants the money. Yet, neither
they nor the donor wants the source of the funds to be identified because the donor
could be arrested. The money has to be “dirtied.” Layering takes place when the donor
gives money to a legitimate organization, say a charity, and that organization gives
it to m,:cl:.._. legitimate organization outside the country such as a :o:moﬁ_.nan:a_
organization (NGO). The NGO engages in legitimate activity while supporting the

outlawed group. Since the money has been dirtied, it can flow to the terrorists. The
donor has been protected,

do Not |
de its Soy,
ty srgn .

uy,

y laundering to oy,

ain mop,,
¥ get the money, When terrorisgs asmw
4

d store cash differently. To begin
mate economy. They can use vmaa_,
onomic transactions. When this is the
om governments or law enforcement,

Toward a Theory of Terrorist F inancing

Some analysts believe the primary reason that officials do not understand the financ
ing process is that they lack a theoretical framework. Graham Myres (2012) say$
that governments equate terrorist financing with money laundering because ther®
is no theory of financing. Terrorism, he says, has been the target of social scienc
studies but not financial research. Terrorists have financial strategies and disbutse

,5.
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funds. They acquire resources, fund o
it. Myers concludes that analysts shoy
It would enhance efforts to understan

Michael Freeman (2012, pp. 3

perations, move moncey, and launder and dirty
ld create a theory 1o explain terrorist financing.
d terrorism.

-12) of the Naval Post Graduate School is con-
cerned about ;..n _an_n of a theory to explain terrorist economies. He wants to place
terrorist financing in some sort of framework, Without a theory, he argues, analysts
cannot adequately explain how groups raise money, how money is budgeted, and how
it is invested. Researchers also need to know how these processes change over time.

Freeman argues that researchers need a theory that accounts for the need for
money, the amount of money needed, sources of income, and the interaction of these
three factors with counterterrorist operations. He then proposes a framework to cap-
ture information based on six criteria: (1) the quantity of money needed, (2) the need
for legitimacy, (3) the security of assets, (4) the sources of income, (5) the ability to
control the flow of resources, and (6) the simplicity of a group’s financial system. He
says that all these factors will vary based on the importance of the criteria at a given
point of time. As a group’s needs change, some factors become less important while
others become more essential,

Freeman’s proposal can be explained by an example. Quantity and source of
income would be crucial criteria for a group with few resources. In this situation,
counterterrorist research and investigation should be directed toward :ﬁ acquisition
of funding. Another group might have an abundance of resources. .Ei increases the
importance of security and flow of funds. Such a theory, Freeman believes, enhances
knowledge about operations. o .

Analysts do know that terrorist financing is n_w_:nm_ vnomcmn.smqo:&a want as
much money as possible. Freeman says that money is a force multiplicr. @.:ro:.n _M.w.
group is weakened. Groups with income can launch more M:.S&.hm. maintain m_._ﬁ:_” MM#
structure, provide goods and services, protect assets, »..a. provide incentives to mc ent ~
recruits. Good financing allows groups to build training camps, BmES__: cm;:m»n
networks, travel, and purchase weapons. Money is important, and analysts nee
theoretical framework to explain it.

> How is money laundered? . o =
> What are the differences between money laundering and terrorist financing?

> How could a theory of financing increase our understanding of terrorism?

Selt-
Check

Efforts to Control Terrorist Financing

. .t ists. Fund-raising is a business activ-
..;n. m“__.w:MM__._M:M_mnMMMH””M%_%MMW—”M MO:MnM“N a _ucmiwmm.:rn ovnanmm Hh“o”wﬂ
1y i thie ! ; i t in business to ma )b
orgaatatioms. Lisike nnw%mo__n ﬂpﬂﬂﬂm“mnﬁ%ﬁwﬂwﬂ Mwowf.ﬁrnw also need HM :ﬂuwcww..
s w_ocamr. Several countries in Asia, Europe, and Nort .m.:r
?n:m_v\ n=<=o=3n:n—8 rion to make their economies less friendly to ﬁnmo:maﬁw anv.‘
ica have taken forms %n _.a:,oaﬂ fund-raising and to regulate the cuzr,_sm .“, ﬂmﬂmm
have enacted laws © 221 f funding terrorism more difficult. Many :ucoswa acl he
Sl Gn business Mnra: economies. These unregulated areas are nwzzs.nww o
5.: g e 4 o<ﬂ.mﬁn_.uo=m and Amos, 2006, pp- m..»..:. mﬁ: anonmaﬁ.w.wa eco-
E.:.Mn ane ﬁ:.omwﬂ_m_nwuzo to private currencies like Bitcoin and undergr
oped regions ar

nomic networks (Brantly, 2014).
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Regulation and Enforcement

After its long experience with the Irish Republican Army, the United ;
one of the first nations to address terrorist financing, The British deve]
t0ols to fight i, Parliament passed four s
before the start of the twenty-fj
rorist funds., Another prohibited any effort
A third measyre criminalized

¢ ingdom’s lead, creating fing,,
; Investigative forces, Such units gather _.Enonamzoz

. , . pliance with €conomic regy|,.
tions, Their goal is to reduce money _m::ao:.:m and terrorist financing, and they work

<nQ<<n=§}n banking industry and other financial exchanges in 3 formal econom

They regulate the flow of funds, but they have limitat;

On a nation’s willingness and ability to regulate it financial system (Rashdan 2012)

Regulation works only in a formal, Sn:-anﬁ_ov& economy. '
Nicholas Ridley and Dean Alexander (2012) examined regulations in the United

States, Although in the past, the United §

organized crime and money laundering, the United States did not pa

tion to terrorist financing unil the aftermath of 9/11 President Geo

an executive order that enabled the government to seize funds associated with any

Broup on the State Department’s designated terrorist [;

ist within days of the attacks. The
USA PATRIOT Act further required financial institutions to report suspicious activity,

develop anti-money laundering procedures, and to assess customers. President Barrack
Obama strengthened regulatory power in 2010 by criminalizing efforts to aj
port terrorist groups, even if actions take place outside of the country, In June 2010,
the U.S, Supreme Court ruled that material support of terrorism included not only
i i training, services, and personnel.
Ridley and Scott (2012) note thar several federal agencies created financial
enforcement and intelligence units. While the Internal Revenue Service (IRS) had a
_ozm.mnmsn_.zm Criminal Investigative Division, the FBI created the Terrorism Financ-
ing Operations Section (TFOS). The Department of the Treasury created the Office
of Terrorism and Financial Intelligence, and after the start of the Iraqi insurgency, it
formed a financial investigative unit to gather, analyze, and distribute intelligence on
terrorist financial networks in Iraq. The Department of State opened the Counterter-
rorism Financial Unit, and the Drug Enforcement Administration gathered ~.=R=~.m3.no
on the nexus between terrorism and illegal drugs with the Office of Counternarcotics
Enforcement,

Regulation, intelligence gathering, compliance, and enforcement increased, but
Ridley and Alexander believe both Europe and the United States made a ?:mmsgwi
mistake. They equated terrorist financing with money laundering. European countries
first recognized the mistake when they realized that efforts to stop the financing of al
Qaeda were not working, Officials in the United States noticed this, too. It c.nmuz to
include efforts to uncover terrorist financing, expanding the tasks of investigative, and
enforcement units, o

Ridley and Alexander see this shift as a positive step, but they mo. not _x__oﬁ. it
has gone far enough. The United States needs to v._unn more E:m?._m_m on terrorist
financing. They also think that interagency squabbling over turf hinders intelligence

e Sl e o
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Organizations continue to horde infor-
8¢ preater scrutiny of seemingly innocent transac-
government agencies should cooperate more with the private
SECLOr 1O uncover terrorjst financing,

The US. n.monw to regulate and eliminage terrorist financing extend beyond its
borders. In .>m_m and the Pacific, it encourages developed and developing nations to
expand %a_... €conomies and adopt anti-terrorist financing measures (APEC, 2013).
In Europe, it participates in a joint European and American initiative, the Terrorist
Finance Tracking Program (TFTP). The TFTP began as a secret American intelligence
gathering program, and it eventually emerged a 4 formal regulatory agency in the
European Union (Plachta, 2014). The United States also seeks to implement uniform
anti-money laundering and terrorist financing regulations around the globe, in both
developed and developing regions (FATF, 2014),

Efforts by the United Nations

Terrorist financing and money laundering usually involve E.nn_,zm:o:m_ ?Eim, and
they have become part of the global economy. At the urging of the United m.n:nw_
and the United Kingdom, the UN General Assembly m%.?& the _Enwsum_www Cuporeson of the Frmae
Convention for the Suppression of the Financing .oM Terrorism in .UamnSa M,.:.o:wm m ”Mw:ﬂaaa; e
It was later strengthened by the addition of provisions that criminalize e 15t DN resolution detoned
financing, empowered governments to seize and freeze assets used by Hn:o:wﬁmww S e
required financial institutions to report suspicious behavior AMM,ME.NE._—. v:rm,m . W..n amw _w V.nm nzamnﬁnﬂ
i i ion of the Financial Action Task Forc afer ¥ provisi
Another important action was the creation o e /11 by pravisions
i i i thening in the that criminalize
Money Laundering (FATF) a decade earlier and its mcvmnmcnsn streng _ B ity st francing sapowencd
twenty-first century. Its purpose was to bring the SRSﬁ_o:m_ man:m—m commu ﬂw e
into h; ny by strengthening regulations and introducing more uniform practices. w53, and reqgisid i
BT gl ined 40 recommendations, and it was strengthened when nine cial institafions toisupport
FATF originally containe rec ons, 1 re added berween 2001 S onors 0
ial recommendations that targeted terrorist financing we ! m——y
el i ions called for more regulation, reporting susp Financial Action Tack
6. The special recommendations
and 2006. e sp and moves against informal economic systems Force on Money Launder-
cious activities to law gmonow:nsr e b
ohnson, 2012). i nt UN  passed by the United
A._._.o.ﬂmhu ﬂmnzﬂn%v.wnww_ _.nmoaansmwnosw asked all Eaamwﬂ states ~”,...E ﬁﬂ_“:nm o wa L
i i OIS 1. CE hened from 2001
s o reinforced previous e! TS enethen
financial instruments, They als icious activity reporting. The fifth recommendation it
financing, asset seizure, and suspicious ac tigation and law enforcement efforts (°° " e mme
called for international cooperation in S<nm M for stronger anti-money laundering o hamper money launder-
against terrorist financing. Later measures aske.

i S ing and terrorist financing,
itori easures against suspec . i
. e NG, and m It contained 49 recom
e transfers, monitor|
standards, rules for wir

face, Y "
ing cash (Thony and Png, 2007; Othman and Ameer, 2014). On the surface mendations. Nine special
:.mﬂmﬂo_.‘n—

: ﬂhnoaam:nwnnmon—w ;”hnn
FATE appears fo be very m:.o:m.~ :oﬁmaﬁg_inwr:ammmmam..ﬁm.,;nma;nm__in .&as?&%ﬁma_:
m

T . ¥ ..ﬂ i
Cielss afi sserorlacnsmelys the problem of defining terrorism. Uan_nm »vww" on tetrorist francing
i ing and reverts to i s. For example, a gov-
to do with financing a llow funds to flow to terrorist groups. For Aol
the meaning of terrorism allow b arterrocist osgarkEion,

Pk t i . 5
nment may consid paramilitary group to : B
aznn oﬂa Bn b m__ on_Bn group as a legitimate revolutionary o beration mo
til ight see the s ry

i nd
i ices terrorism, and the seco (
m I w! cause it practices ind ¢ -
. ks gt i ibiti errorist financing
ent. The first nation c—_wq_ﬂm an ally. International v_.o_ag:o” MM “ i seblag mry
i omﬂ ﬁrm mﬂmummm& definition, and as W. A. Tupm
impossible withou

i to providing one.
. nd nobody is close :
still no standard definition of S:o:ﬁw.wm Critics note a widespread absence of laws

g3 i is aimed
rhogmIngs 1 m. Much of FATF i
g omro_. &% assets used to SUppOrt terroris
allowing the seizure
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at informal financial systems, but transactions in these markets take
where government reg

C ulations do not apply. Criminals usin
to keep informal networks secret,

criminal intention. They simply do not have access to institutions suc
s&n: the formal system is discussed,
will to enforce the recommendations (Thony and Png, 2007).
Enforcement efforts aimed at underground networks are ineffective and
nOm:.ﬁGnoang?n in developing countries. In fact, informal systems may Shr romg
thriving sector of an undeveloped nation, and its people may view them as i
and acceptable. Informal exchanges usually take place in cash so that ther e
records, which makes transactions difficult to trace. Many people see m.m.mno i
attempt to impose regulation of traditional economies, and the recommend o
often violate cultural, social, and religious practices. FATF is ill suited for m s
of the world (Trautsolt and Johnson, 2007). S e
Critics also have concerns about due process. Assets can be seized and f
_uamwn_ on the suspicion of terrorist activity. This means that a government ma _.onn
action _un?.:n prosecuting a suspect. It also implies that a person can lose assets ww.n“ ‘
he or she is associated with a person or organization engaged in suspicious unaiwn
For example, assume that a charity is financing a terrorist group. A large donor mi Nﬂ
have assets seized simply because he or she is associated with the charity. This nom_m
happen without formal charges or criminal prosecution (Plachta, 2014). The United
Nations tried to remedy this by allowing individu

d to als to petition the government for a
formal hearing if assets are frozen (Thony and Png, 2007).

Despite criticism, supporters claim that FATF works well in economically devel-
cvn.& countries. It promotes risk assessment and transparency in the banking secror,
maintains communications with nonprofits and NGOs, supports expansion of regula-
tion, and seeks to improve efforts against money laundering and terrorist financing. It
actively monitors states that are unaware of or supporting illegal monetary practices
and maintains a list of noncooperative nations (FATF, 2015). Rick McDonell, the
executive secretary of FATF in 2015, points out that a global anti-money launder-
ing and terrorist financing is a complex, massive undertaking. FATF operates with-

out treaties or enforcement powers, and it relies on peer pressure and diplomacy to
achieve compliance. This means it cannot change established economic practices in a
brief span of time. Regulation and reform of financial systems will evolve slowly over
time, and laws based on FATF recommendations have produced financial intelligence
that has led to prosecutions for terrorist financing. McDonell also points out that a
top-level minister represents every nation that is involved in FATF (Millman, 2014).
Qualitative data also suggest that efforts like FATF are important. It is difficult
to assess the effectiveness of anti-terrorist financing measures because researchers
lack the data and means to create an accurate assessment of anti-terrorist financ-
ing regulations. Simply studying conviction rates underestimates their n.mmnnc.ﬁ:nmm.
and comparing convictions across international borders in varied economies produces
misleading data. Current and former intelligence and law enforcement officials, how-
ever, sce the situation in a different light. Qualitatively, FBI agents believe that dozens
of terrorist convictions have resulted, and several terrorist plots ?.Za.vnn: stopped
because banks reported suspicious activity. Law enforcement agencies in Europe ?.n_
the same way. Intelligence agents believe that u:z...:o:.o«. laundering and terrorist
financing activities provide hundreds of _nm%. While critics are Jeery of _.nmc_nﬂm_.w
measures, practitioners believe that regulations developed from FATF recommenda
tions can be used to stop terrorism (Jonsson, 2010).

place in secret

g these markets are [jf..."
Tl i}
and the majority of people who use them rﬁw nz_w
o
. . h as banks, Even
many countries have neither the means nor th,
e

e

m
m
|
H_
_
{

ey AR

. .MWM M“”M““mwoﬂu_ economy is a morass of differi
cies, » cultures, mores, and a host of other issues. There are systems within
systems, and the intermeshed international economy is susceptible to fraud, criminal
vorms.on money ch%n.sm. and terrorist financing, Any attempt to counter criminal
mjmsn_& operations is destined to be complicated. It may be easy to find the weaknesses
with FATE, v:." It represents an effort—a massive effort—to counter money launder-
ing and terrorist financing, The long-term focus is improvement of monetary systems,
increased security,

and compliance. Improvement over time will probably be the best
measure of FATF’s effectiveness. i Y

ng systems separated by curren-
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Self- > What efforts has the United States made to combat terrorist financing?

> What is the purpose of FATF?
> What are the strengths and weaknesses of FATF?

Check

Financial Information as an Investigative
and Intelligence Tool

When security officials began to believe that money trails would be the best tool to use
against terrorism, they equated terrorist organizations with drug gangs .u.a Q.mmamnn.
crime. Conventional wisdom suggested that terrorist groups could be a;:._mnzna sim-
oy
ply by “following the money.” There were arguments for waging mzu.sn_& ;B—.?nw
by freezing assets and tracing the funds used by terrorist groups AZ».Sm.m. Noos..._. e
U.S. government endorsed this approach, arguing that counterterrorist _=<ammmm.=o=m_
should focus on sources of financing and mechanisms to :.wsmmon Bo=n< Qo u:MMnun
Strategy for Combating Terrorism, 2006, p. 7). These m:wnn.—»_ approaches ”meazoo
that attacks on terrorist financing with anti-money laundering tactics wou
terrorism. ) .
i ct only in the
This approach was too simple. It u.mmEd& @_.mﬂ ﬁn_‘._.o:mnw ios_msw naam_ nee
legal, formal economy. In reality, Snm:ma AJ,BQ@_»R in =m.onn_.%_—~.mw B ol
i i cial regulations. 50-
works that are relatively immune to finan : 9 e under
ive because underground economies Op
warfare would not be effective " e i
i i ience in Canada suggests that conv
different rules (Basile, 2004). mxmn:nnn i e e tanal igasarss o
cial investigations against tetrorists are Enmnnmm%»
etit, 2008). )
i b e .AZ—% E_wn,—&.wsenmzmm:o:m increased in the media and
As criticism of counterterrorist ind o s o money
he public at large, security forces came : el
ameng the puie . M cople assumed that terrorists ope
ils 1 i as misunderstood. Many peop . 007, b. 293).
sl . GRS he case (Giraldo and Trinkhunas, 2007, p.
like drug nerworks; but that was not £ tion of money laundering networks could
Whereas, an intensive financial investigaticl el drug ring, the same tactic
i ful prosecution of an inter ; 3 sional
result in the successtul prost A was true even with large internation
did nor work against teffor w_,om_nm. nd investigators came to realize that mswan_uw
i jalists a P
networks. Counterterrorism Pt ess, but by themselves, investigations ©
investigations could be used as a tool in a process,
i m .
not stop terrorism. : i nizations to collect
the flow of funds wosld P87 ed criminals require massive organi s
Drug dealers and o—.mazﬁm ney Terrorists do not operate like ”_ gﬂ.. -
of money: e ively little money
and huindee large mEOﬂsﬂmcnzn_ . as noted earlier, it takes relatively
do not launder money Ir¢ 5
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dual terror;
rist o H 4
:ozm. are not effective again peration (Liu, 2012), Traditiona] §
required for a terroris; own st Rﬂo:mnm because of the limited Nanci,| inyegy:
of larger investioar: ration, but when § : amoung. liga.
: Vvestigative or intell;j nancial transactiong p S of mq
picture. Terroris igence operations, th $ Pecome ¥
= ts do need s they help to proy; One g
financia] information js m&nﬁmqmaw. and they get it by both me_ MM.%@ L nnrmzwn %
can provide a 0 evidence 8ained by other _.:<am:.m __._nmm_ Methogs N
allve te : 2

more comprehensive p;
Sive picture : Fi
of terrorist activities (Ley; nrssca, it

:o:m_ vw&nnm. Therefore, financial § igations oy oY s m
require international agreements to
Om. counterterrorism involves traci
E_@. .9:2. intelligence to v..omcnn:m
(Williams, 2007, pp. 77-82; Levirt mw
~ John Cassara (2006) argues that i
mMnMmenz to fight terrorism because Ia
purchases, banking scegupry, o 0301 10 sk teror
» and s i i
b o e MWM_MHM%.Q vcmEn&. investments, Cassara also

Forensic account; i P . |

s . . . : iti

e 82__.“. n_>“v Sw:m_m gives intelligence a now%nn:n:ww“mh i Ei
. . . . on *

track money weed 1s ga solve crimes and to gain information *

activities. It can be used .

In any crime involving the

exchange, storage, or con. 11legal Funding Methods

versi 3 i
rsion of fiscal resources.  Terrorists raise money by a var

- opw suspected groups and indi-
orensic accounting can be yseq to

methods ; i a variety of legal and illegal me 3 :
ods include running criminal enterprises, nzmmmmsmm in ﬁrw H:Monﬂmw mn%_nnuwmmm_
] mng

illegal business activiti
ities under a legal i :
money, and a variety of other meth w g Smueling money, illegally transferring
d methods. Middle Eastern terrorists i i
and document fraud. Document fraud raises money f Wpracaleileiin
3“5&2 terrorists with false identification. In Onzw_,mwwmun“:& i oeanons and
trade illegal arms, | ons l, terrorist organizations
e 15 14 s u.::an_. money, and distribute drugs. Latin American terrorism is
tied to drug production and public corruption. In the United States, domestic terror
ists i : > )
W:m.mmo in fraud mnrm._dnm and robberies to finance political violence (Mili; 2006).
aising money for illegal operations is nothing new. The Brazilian terrorist-phi-
o losopher Carlos Marighella argued that “urban warfare” begins with a cam M. n
propriation: A tcrm of expropriation—that is, robbery (1969, 1971; see also B 1976 s
¢d by Carlos Marighella  around the world us i f crimi 4 y ) vaise fur Rigiiei
¢ iFihed robbery T se a variety of criminal methods to raise funds. Violent activi-
_:2 involve _&EEE:P. extortion, and robbery. Less violent methods include fraud,
u.”mnuzw. smuggling, dealing in no:m—.nvmz? forgery, and counterfeiting (Nance, 2003;
Wi iams, Noov..v. 77). Interpol estimates that counterfeiting and intellectual property
theft is responsible for $200 billion annually in illegal profits in the United States
m_o:n. n:m :.:. amount m..qsznm to $400 billion when the international community is
included. This involves pirated CDs and DVDs, counterfeit clothing, and stolen com-
puter software {(Noble, 2003). Counterfeiting and fraud are common practices among
the American extremist right (Pitcavage, 1999a, 1999b, 1999c¢).
Domestic extremists are not the only violent fanatics who raise funds in the
United States; international terrorists also engage in fraudulent activities in America.
From approximately 1981 to 1986, the Abu Nidal Organization engaged in various
criminal activitics in Tennessee and the St. Louis metropolitan area to gencrate funds

et e
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(E. Harris, 1995). Hezbollah ran cigarettes from N
used some of the profits to fund operations in Le
Mobamad Youseff Hammoud, et al.

orth Carolina to Michigan and
3002). T4 banon (United w3§ of America v.
»»£002). There are a variety of schemes across the
%%Mwﬁnwﬂmuﬁ”vqwcmmﬂﬁs_»_. ?_:n:nu: baby mo_,Bc._m is treasured throughout the
gal distribution nenworks S_M__ ! value. Terrorists sometimes 23._ ?::c_w and use ille-
meat offcers broke g tin om_mn money {Clayton, 2005). In Q:n._::»:. law enforce-
finance terrorist Q.mm:wnw%o nm5<_n.wa=nn Fores fhat were seling Steten fhacts b
Micgs, 8tisted to ns (Cool idge and Tn:@n..mn.wr 2003). Police in Dearborn,

. d two men for making false identification papers for Middle Eastern
groups (U.S. Immigration and Customs Enforcement, 2005).

The Fﬁnzm.~ .rmu become a tool for fraud, Terrorists use online activity in identity
theft and in gaining access to bank and credit card accounts. They also sell items at
Internet auctions. Security fraud is another method of raising funds. For example, a
group might buy a large amount of stock in a company that is fairly inactive. They
then fill the web with stories of new products, new technology, or some other item
that will cause the company’s stock to increase. As the stock value increases, terrorists
sell the stock at an inflated price even though the company has seen no real increase
in value. Before the stock drops back to its normal level, the terrorists make a huge
profit. This process is known as pump and dump, and it is frequently used by dishon-
est stock speculators and other criminals (Hinnen, 2004),

Terrorists use extortion and protection rackets to raise money. Terrorist organi-
zations force legitimate businesses and other people to make payoffs to avoid being
attacked. Loretta Napoleoni (2003, pp. 27-28) reports that the Shining Path of Peru
taxed farmers for protection. Rebels and death squads in Colombia did the same.
Zachary Abuza (2003b) says similar tactics are used in Southeast Asia. In essence,
Abuza concludes, terrorists use the same fund-raising techniques that criminals have
used for years, in addition to their unique methods of gathering money.

Stolen vehicles also play a role in fund-raising (Sallot, 2006). North American
cars, especially SUVs, are attractive to terrorists. When used as car co.awm. the large
capacity of SUVs provides far more explosive power than smaller vehicles. They can
also be used to raise cash. A stolen SUV can be sold in the Middle East or Central Asia

for nearly $100,000.

Examples of illegal fund-raising extend to all forms of crime. At the heart of

illegal activity is fund-raising, and terrorists have _nm.a:na that crime can pay. Tradi-
tional crimes, especially large embezzlement schemes in the m_ov»_ economy, represent
a source of income for small groups as well as large organizations F.mvnsn_.n. 2000,
pp. 54-55; Napoleoni, 2003, pp. 203-205; D. Kaplan, 2005). After raising funds, ter-
rorists frequently spend them in underground networks to support operations. ~

Tobacco has become an important source of money for terrorist organizations.
By 2012, al Qaeda in the Islamic Maghreb (AQIM) had vonoﬁm %M vmmimw M”M”m
of income for the al Qaeda network (Rogers, 2012). AQIM achieved this p

ing ¢i id Ci director of the Memorial Insti-
iti iearettes. David Cid, former
P el at cigarettes are easy to buy and easy

ion of Terrorism, says th . 1 e

”Mﬂmhﬂ_. nwﬂo %wﬂunmmmsuwo be counterfeited. The Afghan .4»__vusﬁ_vno%ﬁnw.—]ﬁ&_,mmw
of m&»nmm\:.n_conom and distributes them .Eo,._mv Afghanistan an C :Mn T nwac .
- Army raised an estimated $100 million over a five-year peri Y rm
WWEE_QE & dish Workers Party raises money by taxing cigarettes as they

glng cigarerts. 16 i North America have been used

; in

f the drug smuggling routes ica ha

Mnomm.%n wﬂonwﬂr_wmmmocgm mzman:o: methods do no work against cigarettes, and
or cigarette )

lties for illegally possessing cigarettes are much lighter than those for possessing
penaltie

drugs (Wilson, 1999).
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Self-
Check
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Legal Methods of Raising Fundsg

Terrorists do not limit their f; i iviti

¢ networks apg :
revenue sources, Many groups engage in legiti i nd il
distribute money (Navias, i

ing businesses, running non

. A fors. Tont X il creating chapp

g wire transfers, orming or using banks, and using informa] money trangg,,
tems. Sometimes, People smuggle large amounts of money across oSy
ders. At other times, foreign workers send mo

. ney back to Organizatj
countries. One terrorist group legally rajses the money through

(National Strategy, 2006; Levitt and Jacobson, 2008;
According to several researchers (Emerson, 2002
pp. 21-22; Napoleoni, 2003, pp. 111-179)

Normal emp)
and Zo:gn:.r 2008),
> Pp. ;wlﬁww Ehrenfelq

State, 2004b), Many people iro, contribute to charig o Eement -

_uonz.:.m terrorist organizations, Others believe the efforts they are Supporting are pg,

terrorist Operations; rather, they seem them as legitimate military Operations, Zach,
3) writes that terrorists often set up a phony charity or skim H_N

fuzations. Either way, charitable funds are frequently

. nforcement sources i
these findings (Scott-Joynt, 2003, Isikoff and Hosenbal| e

> do financial tools impact investigative ang intelligence functions?

How
> What are some of the common illegal methods of funding terrorismy
> What types of legal activities fund terrorism?

Underground Networks and Systems

David Carter (2009) points to an important characteristic of terrorist organizations.
When terrorists move goods, people, weapons, money, or contraband, they must do
so through underground networks, It is not possible to build a network overnight;
y through long-term trust. This means, Carter concludes, that ter-
including financing activities, and
ies. Even researchers who disagree
about the stability of networks see the importance of the underground economy
(Biersteker and Eckert, 2007). Even if illegal economic routes are not mBEm_ money
still flows through a network. The examination of underground economic systems
shows links among people and groups. o
The FBI nmc.Smw%m z”: the global underground economy produces “wmoo billion wnh
year. An underground economy requires secret institutions, and terrorists have moEMV
various enterprises for hiding money (Maier, 2003). Rachel .m:R:?E (2003, pp- :Y% . )
says that terrorists run banks and create phony companies to E.::aa_, or hide their
funds. They also engage in secret transactions and form alliances with organized crime.
Friedrich Schneider (2002) says the underground economy and its ties to crime

criminal and smuggling networks have long had the means of hiding money ﬁ_,o._%_“
scemingly legal transactions. Terrorists take advantage n.vm these networks. Wn M_n__uﬁ
believes that terrorism has become a big business, Terrorists not only Soﬁm:: %2&
also smuggle stolen goods and contraband. As mentioned earlier, document frau
forgery are moncy-raising activities,

g e o ol
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Terrorism is linked to organized crime throughout the world, and in some cases,
almos

it is almost impossible to distinguish between terrorist and criminal activity. Tamara

| i i i ion i iborder region: The area
of political instability in regions like Central Asia and the Triborder _.nw_ﬂ._ in nmw:u.w_ Mﬂ»a e -Mw.w”éﬁ. e
America (around the common border of Argentina, Brazil, and vp._,um:nw. _w_wnmr i v
In the Middle East and Southeast Asia, terrorists and n:B:E_.m raa_uﬂ M:. _MM R, b o s Cudad e e
believes that terrorist and crimina] organizations have grown into glo M e mmﬁv T e
The globalization of crime and terrorism has n._.nmﬁm ovuo..m.cacnw or v » m_wo T o
in the diamond trade. African diamonds, or “conflict diamonds,” are obtaine w» ot ey e
_= ding to Global Witness (2003), a 1d through prodaction
Id through an underground network, According orld thr
B o v oving into ::—.nms_nnnn_ nd international trade.
British human rights organization, al Qaeda spent 10 years m nm_ 8 Sl ws o e,
diamond trading in West Africa. In the early 1990s, it Sm_.:mﬁ nm_mam_ ading. pr ._v.” ens b it il
ters to establish a base. After success in mainstream trading, al O.»n. up_ slo v.o.,_a Erewll i
o ly switched from legitimate trading centers to ==a2@.o:.=._ crimin :nnw.w . m et and e e
Then, cakin dvantage of weak governments and regulations in Africa, it estal w__.nn_ bt sk ke
Then, Efsmanoum_mqn&sm network. The new system allowed al Qaeda and a rﬁ.o aid the;post
i 0%5 _:HM s to make tremendous profits while providing a _.am&..:»mnNno_mMgom o
_&m _mﬁmm __. sMnn.. money. It should be noted that the 9/ 11 Commission ( Ay %ﬁ i
hige i mﬂ_m:ﬁ about al Qaeda’s involvement 5. the m;::o.i nmaomm_“c dooticteved
difforent i he commission found no evidence that diamonds ; m
different conclusion. The co : - o il preial
support al Qaeda. Global Witness disagrees and believes i

al Qaeda’s activities.




Hawala System: A system
of exchanging money
v».mon_ on trust relation-
ships berween money
dealers. A chit, or Promis-
sory note, is exchanged
between rwo Hawaladars
and it is as valuable as '
cash or other traded com-
modities because the trust
between the rwo Pparties
8uarantees its value,

region, and ¢
lessness. The
Hamas, Hezb

The Hawala System

Informal financial netw, i

I orks are hidd ic vi

M: a mn,_m.nnm:_mnnn. underground SM—“MHS P At .

financial exchange js an ancient trading network called the H
e

trust relati A . It is a net
elationships and the knowledge that each dealer is _.Mwmwnwwm_wa:mﬂ %:mm.ﬁs
Soo;:

debrs (see the section later in thi itled &
e nrmn Hawals mwmﬂnSJﬂ.nn in this chapter titled mxvmz&:m the Concept: >a<m=3m8
everal hundred years i
the gold and silver Enﬂ nw:.ww% M:Mnh,wnw s hsian merchanss e frequenty robbed of
of noncash exchange as a result waﬁrmwﬂw to pay for goods. They developed a system
.S.m_.n merchants and pay for moomm i w: carrying money, caravan leaders would
its aamn:m:.oz. the leader sold his oods 5 MEM e o When the caravan eedched
leader with promissory notes. ,Hrnm_nma » and the distributors would pay the caravan
the local chit dealer paid the debt. The mwwnmﬂ:M<MMMw% Mwn o vmamzmwm aﬂo o
promises. As long as people trusted each other, each chj s il e o RO
merchants, caravan leaders, and others could mr:mn :.M : b o e ok ad
vz | : s L . vel without money. The Hawala
Nw oo, mﬂmwhw.wnmw_mm of this ancient practice (Jamwal, 2002; Schramm and Taube,
Today’s Hawala system works much as the old system did (Fi i
u_,._mn >qu==wr _mmr: lives and works in Los >=mo_2.v,In is M%%M“mewmw.wmh“_mmﬁm
his parents live in Peshawar, Pakistan. Asadullah wishes to assist his parents mw he
.nnm:_m_._v\ mnzn_w. them money. It is difficult, however, to get funds into wu_c.m_”ma.msa it
Is even more difficult to move them across the North-West Frontier Province no.vnmrm.
war. Postal service is frequently unavailable, and parcel services can take months to
deliver a vm.nrmmn. Therefore, Asadullah goes to a local jewelry store because he knows
the owner is a Hawaladar, a Hawala dealer. Asadullah gives the Hawaladar $500 and
tells him that he wants it delivered to his parents. The Hawaladar subtracts a small fee,

S

EXPANDING, THE CONCEPT

Advantages of the Hawala system:

® Money moves with no record.
¢ Money crosses International borders with ease.
e Itis based on trust, and long-term trusting relationships are in place.

* Money can easily be bartered for contraband.
® No tax records exist.

'y
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FIGURE 3.8 The Hawala System

usually 1 or 2 percent, and sends word to a Hawaladar in Peshawar that Asadullah

sends his parents the balance. Asadullah’s parents visit the Peshawar Hawaladar, and

he pays them the promised money. No money actually moved from Los Angeles to
Peshawar, but Asadullah’s parents received nearly $500. The system works because
the Hawaladars in Peshawar and Los Angeles implicitly trust each other. They know
the debt will be honored (see U.S. Department of the Treasury, 2003).

Change the imaginary scenario a bit, and the impact on terrorism can be dem-
onstrated. In the revised situation, imagine that Asadullah is not a hardworking son
seeking to support his parents but an operative for the Lashkar-e-Taiba, a Kashmiri
terrorist group. Asif, Asadullah’s contact in Peshawar, needs $5000 to buy AK-47s.
After raising funds in the United States, Asadullah visits the Hawaladar, hands over
$5000, and asks the Hawaladar to get the money to Asif. The Peshawar Hawaladar
gives Asif the money, not knowing its use. Asif buys the weapons »ma delivers them to
contacts in the Lashkar-e-Taiba. There is no record of the transaction and no way to

trace the flow of funds. The Hawala system was not established to support terrorism,
but it hides transactions in the modern world of international banking (Sharma, 2006).

Hezbollah as an Example o < francine (Lot
n example of the complexity of terrorist financing (Lev
e ¢ roup is discussed in full later in this text, but

d bson, 2008, pp. 65-68). The g : ext,
M”. hw“o vw_wuwa :un_onm_wwsm that it is a political party, a mon._p_ ,<n:o._,n organization,
and a militant roup. It uses all types of sources for funding, and it moves money
; Most of Hezbollah's funds come

i ing systems.
in underground networks and laundering system 5
from mSwo funding, with Iran acting as the principal sponsor. Hezbollah receives an

i Lebanese Shi'ites
i “llion per year from Iran. There are numerous Shi'
MMMMMM% nww%%mnw_“%:nviomnr and Hezbollah receives quite a bit of money in direct




70 PART] e
Te ; .
€ITorism in Historica] and Social Contexts

P Id also ser b
million 3 E ve as a base fo .
Hey vwmﬁr to Iﬂg__m: before its activities were stopped by | . mo?cm&& 85
(o] ah also relies on criminal activities j ¥ W enforcem,, 0
ne of the ma in Lebanon and ent,

1 itev o
mw“M:Mno% branch offices for i : Sven Sm:www _nm_::.:wﬁ busi
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s nance other terrori o )
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ground financial networks have on terrorism?
system operate?

mbody the complexity of terrorist financing?

The financial aspects of terrorism have

i infl .
national economy. After the colla uenced the changing nature of the inter-

States became the w. pse of the former Soviet Union in 1991, the United

orld’s o .

emphasized international Eo_w_mn”“vﬂﬂ%omian wmoEo::m an economic system that
ici s » trade, and co : ; 4

policies focused on reducing the trade barrier Soumption, American economic

have prospe e s between nation-states. So i
Snmr%n n:ﬂ nwﬂ“ﬂmmhm mho_vw:mmzwz of the world economy, but oﬁrnnmﬂmﬁ% :HHMM
riers should ﬂo nn=.~o<M a Eﬂ:o: is based on the belief that international Rm%a bar-
tional free market. T €d 50 that commerce and industry can develop in an interna-
rush toward m_o_..vnmrumwozmaarwm_ J.__Sz hold in some of the areas left behind in the
1on, and this has ¢ er f :
Barber, 1996, pp. 48—49), ? hanged the nature of terrorist financing (see

Loretta Napoleoni (2003) examines this process

the financing of terrorism. Agreeing with Adams’s r

that found links between organized crime network

far beyond a summary of the immediate circumstan

n . nrﬂn ~nnno:.mw_w_ ”m_m evolved as an economic entity.
onomy of terrorism:  subsequent globalization have pr

used by Loretta ism. Napoleoni says that the o_._mw..wm_“vnmawrw M_M@mn_wwn»:m e

cs?om?ﬁ._._x :o:.wo?&.no:.mamnni?oa15
lution of terrorist Cold War (1945-1991). As Bruce Hoffman ( 1998, pp. 43-65) says, colonial revolts

g from the begin-  Degan at the end of World War I, and Napoleoni (2003, pp. 11-28) sees this as
ategies of the Cold  the beginning of a macroeconomic shift. Western nations vmmms. to use underground
the present. Eco-  methods to fund their struggles in the colonies, and revolutionari .
upport and antiter  sources of money. The origins of the new econo arutioriries Soyghy theik ok
Aiciesimeract to goonjal revolts. conomy of terrorism can be traced to ant
: new economy. To demonstrate the birth of this new economy, Napoleoni turns to France. After
World War 11, when France was still a colonial power in control of many foreign
lands, nationalists revolted against French rule all over the world. In Vietnam, the
revolutionary nationalists were called the Vietminh. Although they had international
Communist backing, the Vietminh needed money. They muscled their way into opium
production, sold the drugs, and used the profits to keep their guerrillas in the field.

formulating a new theory about
early findings and other studies
s and terrorism, Napoleoni goes
ces. In Modern Jibad, she argues
The fall of the Soviet Union and

1
[ —
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b.o:ﬁ».:«, France tried the same concept. When the war against the Vietminh
B vo_mnnm:w unpopular, the French government found it difficult to finance mili-
tary operations. Napoleoni says the French took over opium profits and used them
to finance the war. As a result, drug trafficking became one of the primary methods
governments :.m& to finance activities during the Cold War.

Napoleoni says that as the Cold War developed, the Soviet Union and the United
States fought each other by proxy; that is, they did not fight each other directly. The
Soviets used allies to attack countries loyal to the United States, and the United States
used its friends to attack Soviet-backed countries. Napoleoni believes that modern
terrorist groups evolved from these surrogate conflicts and that they looked for ways
to become independent from both superpowers. The desire for autonomy led terrorist
groups to join criminals in an underground economy.

Napoleoni cites several examples to support this idea. She says a radical Marxist
group in Peru, the Shining Path, turned to the drug trade in northern Peru, regulating
drug production to fund their activities. The Revolutionary Armed Forces of Colom-
bia (FARC) went a step further and joined the Colombian drug trade. Militant Pales-
tinians went in another direction, using robbery and extortion to raise funds. The IRA
started diverting funds from American charities before turning to organized crime.
Napoleoni says these sources of financing fueled most of the terrorist activities of the

1970s and early 1980s.

The ETA (separatist group in Spain) changed the structure of terrorist financing.
Instead of seeking links to an underground economy, ETA tried to gain control of the
economy. They forced Spanish businesses out of the Basque areas of northern Spain
and weakened the entire state. The Basque region became a failed state, a place irn—..a
Spain could no longer exert power. When this happened, ETA established an E.nmm:.
mate economy in a shell state. It paid salaries to terrorists, provided for the families of
fallen members, and even ran a pension system for retired terrorists. ETA was success-
ful because the Spanish economy had failed in the Basque Rmmoa.._nﬁm:m theareaina
hopeless political mess. ETA was strong enough to enforce stability. .

The new terrorist economy can be understood from the example of mﬂ? Napoleoni
believes that globalization has created pockets in .nrn world érn_.o. failed on.i.n»r
states are left to govern with little economic ot political power. Terrorists and nEdn._M_
groups grow in such places, running their own underground economies .n:m%nos -
ing some form of political stability because nrn& are strong enough to resist the state.
Tllegitimate groups form a shell state, an onmmn_uﬂco: that acts as a government in a

lace where the government is not strong enougi to act., )
P mnwm m_owu_imwos increased, according to Napoleoni, it not only nmxmz_a nn_o._ow:_nn.
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failed state: An area out-
side a government’s con-
trol, Failed states operate
under differing warlords,
criminal groups, or com-
peting governments.

shell state: A political situ-
ation where a government
nominally controls its
own state but where large
regions are either anarchic
or under the control of
others. A government is
unable to enforce law or
provide for other forms
of social order in a shell
state.
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.
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gh to invest in legitimate markets, and in

| developed by Mario Ferrero (2002),
olent activity as a means of
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> What political assumptions must be mads to see the logic of a macroeconomic
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narcoterrorism: A contro-

versial term that links drugs 2QHQ°~QHHONmWB

to terrorism in one of two . . . . . jonship
ways: Either drug profits are A haared issue surrounding the discussion of terrorist financing is the R_m” e
used to finance terrorism between terrorism and drugs. The term narcoterrorism refers to groups usi mR:‘ow
e R S O o rrOHST TS T support drug operations or drug-trade p e m:::__nn works,
A i ism. Rachel Ehrenfeld championed the concept of narcoterrorism in her early
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distribution networks.
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and she expanded on the idea (Ehrenfeld, 2003). According to her research, terrorists
are involved in the international pro

duction and distribution of drugs; ..:n_owm.mrmn
believes that the narcotics trade is one of their primary sources of money. The a.u_.
government tends to accept this position, but it is nonetheless extremely controversial.

The Link Between Drugs and Terrorism

Steven Casteel (2003), an executive with the Drug Enforcement >aﬂm=mmwnw_“m”
i and the
(DEA), told a U.S. Senate committee that terrorism and the drug tra ra Mn e
nim:on_. Organized criminals, smugglers, and drug dealers :»Eﬂ:w lin| ¢ nw_am Nmrn
| izations move in the same circles.
terrorist groups, he says, because all Enmn organizations mo e ot
i i balization has intensified this relationship. s
Napoleoni, he believes that glo h i i i b
i i d terrorism has been in place throug
the relationship between drugs an ot
i 2003), reporting for the St. ?Ri urg , 6a) )
d ww,”“% %Ma-”_w“ Latin American drug trade to raise funds. He s..n__.zw ﬁwﬁnw%n.nﬂuww
»: units have tracked their activities in South >Eo.:nm. and :._nm::n —Smwu_ st}
Sﬁw t the large amount of money involved. >nnoa:.ﬁ to Gn u.s. Cen A
M Mmﬂnmm of millions of dollars have been raised in CE:. >3an=nw.»$wn b
:58 concerns are the Triborder region, the Venezuelan _w_w.sr %m : mmmnmmanmr =
wnn areas controlled by FARC in Colombia. The Um>.mm”_nnm=§ e
i cinctly: I
official from the U.S. U%m:EnB of State mEM it m:nm - wp_mr e Til o desmons
America or elsewhere, terrorist groups are finance
strable, not debatable” (J. P. éw_mnr 2002). ) 1 oz e ik Thes Bresl
Other governments also believe that terrorism an w o et Sirsonc e
Ministry of Defense issued a report stating that drugs are t amma o A=A
to finance international terrorism. The T.m:nr wgaﬂ_ﬁma MM.,EW O e L
and FARC to show the influence of nogmn.a._.:n ﬂﬂa»an mwnnsc.m_ ot
groups get most of their money through the .=nmm=. ey eod 151tk s
Afghanistan is the primary source of heroin i m: o 2004, Officils in India
mm_wm fund all international Islamic terrorist mnocvwzﬂ : %m Mw.“_mm e e nindmad
believe that rmmwrun.n.._.mwvm and al Omnmmmrwwo Mﬂﬂmmmm of e, 2003) Accordingo
through Africa, Central Asia, and Eastern w_ p o e Tanded by the drug trade.
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Znnnoﬁoﬂo—.mmg Controversies

Not ever
yone ac :
terrorists may cmMmMH“ Hwo link berween drugs and terrorism, Some
activities to paisa Bo:m mmw N_—_ source of income, but they also use s People arp,,. th
not caused by terroris Y- On ing drugs is only one method, and ﬂrn<MB_ other i, s
ism s an attempt so :“.__“. nr.nn. people believe that the use of the M rug v_,ozazmm,__
tereoKim come to ey Mrbo__:nm_ M.%»:SWn of the fear of nnﬁoaMnS H:Mwnoxgw
dealers. Criti , ¢ same thing, it will be easi 0 1F drugs oo
. Critics believe that ¢ ini easier to take acti ;88 ang
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thre: somusion waitn Euno_.”m. ew %m_,.r M:m Washington, D.C. There mmwﬂ drugs Were
: A s icates bin Laden used . 1o evid
narcotics traffick used undergrou .y
Ing to support the September 11 attacks ._.mn .HMW@Mn:w :mgonrm ,
. ::mnsmhno.
:nm

trafficking to sup i i

X port itself in Afghani :

based in Saudi Arabia and the O::MMHMP but bin Laden used a network of donor
. S

In the same article i i :

edges the n:.:.nm.uhhnWoM“HM\”“nm_wrn exp lains :m_.nonn:..owmw3~

Latin America. Many critics beli M%nﬂ_anhma mvocn.ﬁrn.::rnmnw

Other people point to Bmm::n_nnﬂm:&mmm o._mmmEN.nco:m have overstated the probler,

riborder region, and they support Hamas and H ugs. Many Arabs live in the

flourish f : and Hezbollah. Just beca
e i Q.M__ “.”_Wr nmm_wm.mo@m not mean that either the Arabs y fee cloug toaden
David Kaplan (20 ; s
o s B e = Lt e g e
Re 3 : e-month study for U.S. News ¢&
of %MMP Kam\m__m: v._uq:_om Saudi Arabia for funding the spread of an »Eo_nnmacwmmm
m. Violent intolerance, h i ]
B T, Dk ke, b et 354 N e o st gy, 5
Charities are responsible for the bulk of terrorist financi qroanm. woat, SauLl S
funds radical mosques, militant school dIsl b et p— Bn..aon.n !
movernent. Sandi Eo:.o - Lo} M, an .~w amic centers mrun support the jihadist
West Bank, Gasa ~:m0:ﬂ&m s e ann “u violence in Algeria, wOmaww .KmmrBF &n
ot gboat drmes s , Somalia, and Chechnya. The spread of militant Islam is
i _:M _M.ammy“m“mm m”%:ﬁww (2004) does not agree with the no&ao:.om the French
"Bmmnra.nm ‘ Hm:.oa& e term narcoterrorism is too vague to describe either drug
: C s, and it does not help address either problem. The problem
with drugs involves supply and demand. Western Europe and North America provide
Ru.% markets for drug use. Typical Afghan farmers fight to survive. They produce
opium, the base for heroin, because it is a cash crop. Western Europe has the demand,
Q_o:i says, and Afghanistan has the supply. Opium production has nothing to do
with terrorism. Narcoterrorism is a convenient term for the French government to usc;
appealing to public emotions and giving the police more power.

Civil libertarians are especially critical of attempts to link terrorism and drugs
(TalkLeft, 2003). Agreeing with Chouvy, they see the attempt to link narcotics and
terrorism as a ploy by states. If terrorism were to disappear, the drug trade would
remain, But if governments link drugs with terrorism, they can rei
ing of crime. Drug dealers will become terrorists, and a frightened publi

Adams (2003) ack
nowl-
and DEA mmmnmmanzmﬁ

or the terrorist groups are

nvent the mean”
¢ will grant
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the government e
eSOl ant 1o tefine dfily b o errorists. Civil libertarians often believe
e e v e s narcoterrorist kingpins in an effort to
Z.nrmo._ Scheuer (2006, pp. 42-44) takes the middle ground in the debate over
narcoterrorism. In an examination of Osama bin Laden, Scheuer writes that the
analyses of al Qaeda’s use of heroin to finance jihad range from believable to fan-
tastic accounts. moin reports of the narcotics connection are true, some are simply
asserted without evidence, and a great deal of propaganda is obviously false. Never-
theless, the narcotics trade in Afghanistan makes billions of dollars. It would be naive,
Scheuer concludes, to assume that bin Laden has not been able to take advantage of
some of those funds.

> Define the two elements of narcoterrorism.
> What arguments support the idea?
> Why do some analysts reject the idea of narcoterrorism?

Self-
Check

Emphasizing the Points

Money laundering is the process of converting the proceeds of crime into assets that
can be used in the formal economy. Terrorist financing refers to illegal and legal
methods of funding terrorism. For many years, analysts equated money laundering
and terrorist financing, but today, the two processes are examined differently. Ter-
rorists may also have a need to launder dirty money, such as NGO support of a mili-
tant group. Even with the shift in analysis, it is difficult to assess the effectiveness of
antilaundering and antiterrorist financing efforts. The most prominent international
tools are FATF recommendations, but the effectiveness of FATF measures are subject
to debate. The federal government has created financial law enforcement and intel-
ligence units to counter money laundering and terrorists financing, and the United
States and Europe have championed a host of anti-terrorist economic measures. Ter-
rorists employ a variety of illegal methods to obtain resources and sometimes move
assets in hidden networks. Terrorist financing remains complex because there is no
single method or path for obtaining resources. Some analysts have concluded that
one of the most lucrative ways of raising money is selling illegal drugs.

[ SUMMARY OF CHAPTER OBJECTIVES e

e e et s e

e Money laundering is a term that was first used to describe the actions of orga-

nized crime groups. They gathered money in 2 variety of illegal ways and
claimed that their gains were profits generated by laundromats. It is the process
of converting proceeds from crime into legitimate money.

o Terrorist financing refers to the methods used to fund terrorist groups or opera-
tions. It is extremely complicated because terrorists employ a variety of legal
and illegal moneymaking methods. . .

o After 9/11, governments in the United States and Europe increased anti-money

laundering efforts, assuming that this action would reduce terrorist financing.
Many analysts slowly recognized subtle differences. Criminals commit crime then
launder the proceeds. Terrorists, by contrast, distribute funds to commit crimes.
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®  The United States and Europe have sponsored international effortg

i 77
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money laundering and terrorist financing, and the UN FATF recom Mbg,

are prominent among them. Critics contend that most nations do :ﬁawm tiogg | counterterrorism. Police of the future will need to improve computer competency and
with FATF recommendations and the regulatory system js ineffectiye, m__au:. w form partnerships with experts to assist in investigations. The FBI has _xn_w Mﬁwwﬂﬁm
ers counter by arguing that the complex system will take time to no:m::vwo:, efforts in this area for the past unn&.P and the future will bring usmzm“.wnnw o
They also point to increased arrest and conviction rates based op m:»:nmn_r i cyber mr:_m...;o future may also c::.m.mﬁna.a_. nwouMn:o:u“m_ou _mﬂ_ orivate induscry,
investigations and intelligence. ! { ing experts in law enforcement, the military’s Cyber Command,
* Financial investigative and intelligence units permeate federal law enforee _ . -
agencies and the intelligence community. Men, } - — e e e ]
®  Terrorists raise funds by a number of legal and illegal methods, Hllegal Metho. | mruﬂwﬂ TERMS e
:..n__&o nov_unn«* 3::81.&::@, ».._.m:n_. Q..mw_..n:m macm.mzsw, Gzo_..:.o:. Kidng M‘& .D : Sovemp 53 Swmresonotin ol s e nnomw,aw .OWo
ping, and a variety of other criminal activities, Terrorists also rajse Money ! Capone disco ) Mw. p Financing of p. 64 .ﬁ—nMon i, B 71
through legal operations. They divert funds to support terrorist Operatiops i Placement, v..m.« Teurothern, 561 Expropriation, p. 64 Mw__n_ Mwnnw uw 4
Charities and business operations are the most frequent legal activities, ! LAySrng: m 54 Financial Action Task Triborder region, p. 67 ZMRMS:.W&WS, p. 72
* Funds are disbursed in an underground economy or through traditiong) mon, “ ﬁﬁﬂmm.ﬂ%-mnw.nnmc Force on Money Laun-  Globalization, p. mMm
laundering activities. These include hidden money transfers such as the I»SN ! mnxnrnnmnv 0,54 dering (FATF), p. 61 Hawala system, p.
They also smuggle cash, launder money, convert it to consumer produycts or i
keep the money or goods within the organization. ’ i
® The Hawala system is based on an old method merchants used to exchange Money ..

without risking transport of actual cash. It js based on agents who exchange
promissory notes. Today, some terrorists use this system to fund operations,

® The political economy of terrorism involves groups that have the ability to a¢t
autonomously in shell states and failed states, Becoming a de facto governmen;
power, they control the movement of money, goods, and services,

® There is a debate about the relationship between illegal drugs and terrorism,
Proponents believe that terrorists use drugs to finance operations, and they use
the term narcoterrorism to describe this activity. Opponents argue that govern.
ments use the term to increase their own power by defining common criminals
as terrorists,
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' LOOKING INTO THE FUTURE

—— -

Rapid changes in global economic networks and exchange mechanisms suggest that
traditional economic structures are fading. Private exchange systems like Bicoin and
Pay Pal are growing, and most economic transactions are electronic, New and chang-
ing economic systems provide opportunities for terrorists. They will also be vulner-
able to terrorist attacks, especially when they are first introduced. )
Forensic accounting will become crucial for effective national and 583.‘_:051_
law enforcement agencies. U.S. law enforcement agencies will need to develop mon.n.sm_n
accounting skills to face the future, but they probably will lag behind the capabilities
of terrorists on the state and local levels. University trained accountants have many
more lucrative employment opportunities when examining pay scales in state and
local police agencies. Yet, there are alternatives. For example, partnerships with federal
agencics can provide state and local forces with needed expertise. Teaching officers to
recognize suspicious economic activity provides another path for future law enforce-
ment. The U.S, Treasury Department’s Suspicious Activity Report represents a step 1
that direction. No matter how they accomplish it, future law enforcement officers must
develop the tools to thwart economic crime to deal with the economics of R:,o:ma._.
A second future need in law enforcement involves cyber skills, and these am
ents will be applicable to many forms of investigation and enforcement far beyon




